
Mindset is everything. A good mindset will always be looking for all relevant and
possible alternative opportunities. A growth mindset is able to sense the fundamental

change in a situation and is also able to adjust to the change by initiating another
solution that suits the latest data and trends better. It’s not a cut-and-dry mentality 

 
 - YBhg. Tan Sri Dr Mohd. Daud Bakar - 
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Many methods and frameworks are indeed being developed to address cloud-based
modelling issues. As a result, now is the time to propose robust and flexible mechanisms for
use in the Internet of Things (IoT) industry to overcome domain-specific challenges. This
segment examines various readily accessible and easily customizable frameworks which are
prevalent in the designed system and some recommended areas in IoT.

Overall, IoT is an invention which connects a diverse set of automated systems, platforms,
interactive gadgets, and detectors. Furthermore, it makes use of quantum and nanotech to
achieve previously inconceivable storage, sensors, and computing performance. Significant
research studies were undertaken and are accessible online and in published materials in the
form of scholarly publications and media releases to demonstrate the superior usefulness
and scalability of IoT developments. It might be used like a preliminary step when developing
fresh, inventive marketing concepts that consider privacy, verification, and compatibility. In
recent years, some important IoT initiatives have taken control over the economy. Business,
artificial intelligence, home automation, and smart transportation IoT projects clearly get a
significant market share when compared to others.  Therefore, IoT has the potential to offer
greater chances to a variety of fields, including computer science, information systems, and
business management.

Opportunities for students majoring in computer science and information systems to work in
the internet of things can be broken down into the following categories as shown in Figure 1
and Figure 2:
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Cybersecurity: The connectivity between devices and how these devices can be exploited.
For instance, the communications and networks. Different IoT devices will use different
protocols such as XMPP, CoAP, MQTT, 6LowPAN, etc. This is on top of existing common
protocols such as Bluetooth, TC/ICP, and so on, since the protocols needed depend on the
environment the device is operated in.

Embedded Systems (architecture): Since many of these devices are small and have
limitations in power/energy usage, there is a lot to learn. Experimenting with OpenMP (Open
Multi-Processing), MPI (Message Passing Interface), ILP (Inductive Logic Programming), multi-
core processing, etc., can be used to learn more about embedded computer architecture,
CPU/GPU optimization, electronic components, and so on.

Programming: When it comes to different types of technology, having fluency in multiple
languages is essential. When you start working on Internet of Things projects, you will quickly
notice that typical embedded systems have limitations in terms of power and energy
consumption, very limited memory, the absence of an operating system (OS),
communications, and other areas. Keep an open mind when it comes to learning new
programming languages, including C/C++ ("close to the metal"), Java, Python, CUDA, and even
some custom-made assembly languages.
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UI/UX: The user interfaces of many embedded systems are extremely lacking or non-existent.
This may result in a poor user experience. When it comes to running simulations, many
programs do not even have a graphical user interface (GUI), and even if they do, it is
impossible to understand the nature of problems when they occur. For example, there is no
specific error code to point out a specific hardware/software issue in the GUI. 

Technical Sales/Entrepreneurship: If you want to be successful as a product designer who
also runs their own business, you should learn the ins and outs of marketing and sales. You
need to be able to provide answers to questions such as "how does this work?" or "can this
tool accomplish that?" if you want to be successful in sales. The Internet of Things is still in
the hype phase of the technology adoption life cycle at this point in time (since it has not
matured).

There are many potential areas to focus in IoT. It really depends on what your interests and
previous skills are related to. Primary problems will always be security, energy consumption,
communication, interoperability and customer adoption rate. This is without adding points
about microcontrollers (MCUs), artificial intelligence (AI) or robotics!
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